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(57) Abstract: In a contents distributing system, a 
managing server is equipped on a network with which 
all user terminals being capable of utilizing contents are 
allowed to connect, and a member card is issued to a user 
operating the user terminal. In the contents distributed 
from an information service server, a middleware for 
storing a history of distributing contents and a history of 
utilizing contents (log data etc.) to die member card and for 
transmitting this history of utilizing contents along with a 
user ID to the managing server is embedded The managing 
server generates information indicating how much the 
particular contents are distributed from die information 
service server and how much the particular contents are 
utilized by the user, based on the collected history of 
utilizing contents and the collected user ID, and determines 
an amount of charging based on the charging rule. 
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METHOD AND SYSTEM FOR MANAGING FEES OF CONTENTS, 
COMPUTER PROGRAM AND RECORDING MEDIUM 

5 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a technique for distributing 
10 contents which includes, for example, game programs, video signals, 
image data, sound data, music data, character information or the 
composition of them, especially to a technique for managing fees arising 
from distributing or utilizing these contents. 

15 2. Description of the Related Art 

Along with the popularisation of the internet, distributing contents 
to numbers of people is becoming easier. Recently, pay services of 
distributing contents are implemented actively- However, in the case 

20 that pay contents is transacted through the wide-area network like the 
internet to which general public people can access, it is difficult to set 
charge fee properly, because it is hard to figure out how much the pay 
contents is utilized. 

To solve such problems, the techniques for distributing contents 

25 were conventionally proposed, which are described below. 

(1) Data Communication System (Japan Laid-Open Patent Publication 
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No. 2000-28 1963: n First Prior Art") 



In this system, an information recording medium storing a data 
communication program is sold. User buys this- information recording 

6 medium, and install the data communication program to the user's PC 
(Personal Computer) to run this program. After that, the communication 
line between the user's PC and the apparatus holding pay contents is 
automatically established, and the user can obtain any contents through 
this communication line by request. Thus, distributing pay contents 

10 with the security of the contents being maintained can be achieved in a 
simple manner. Additionally, charging operation etc. can be easily 
managed. 



(2) Information Distributing System (Japan Laid-Open Patent Publication 
15 No. 1 l-328850: w Second Prior Art") 

In this system, a first encryption key and contents encrypted using 
the first encryption key are transmitted from a server to a user terminal 
(user machine). At the user terminal side, the encrypted contents are 

20 decrypted using the first encryption key. At the same time, charging 
operation of the contents is executed. Furthermore, a code which varies 
dynamically along with the elapsed time {DA code) is accompanied with 
the first encryption key. Therefore, it is possible to prevent the incorrect 
use of contents and to put a predetermined restriction on the use of 

25 contents. 

According to these prior arts described above, the utilizing 
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condition of contents can be figured out. And, these prior arts have an 
advantage of clarifying charging system. 

However, according to the first prior art, the information recording 
medium per each content is needed to be prepared and sold, and 

5 according to the second prior art, managing DA code is bothersome. 
Consequently, according to these prior arte, the problem remains such 
that these prior arts cause inflation of costs. Additionally, according to 
the first prior art, one can monitor the utilizing condition of contents only 
when the contents is distributed, 

10 The ways of distributing contents become more diverse, and 

contents themselves may be created in a wide variety such as program, 
data and so on. Therefore, it is difficult to monitor the utilizing condition 
of contents using the conventional uniform technique. 

On the other hand, it is reasonable that the contents provider 

15 should install the system of monitoring the utilizing condition of contents 
separately corresponding to demand of the contents. 

Therefore, it is a main object of the present invention to provide a 
method for managing fees of contents and a system suitable for carrying 
out this method in which the fees arising from distributing or utilizing 

20 contents can be managed properly. 

SUMMARY OP THE INVENTION 

According to one aspect of the present invention, there is provided 
25 a first method for managing fees of contents in which the fees arise based 
on a predetermined charging rule upon distributing the contents, the 
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method comprising the steps of equipping information gathering means, 
such as an information gathering server, on a network with which a user 
terminal is allowed to connect, the user terminal carrying out information 
processing by utilizing the contents; embedding digital information to the 
6 contents, the digital information causing the user terminal to transmit a 
contents distributing history to the information gathering means at a 
predetermined timing while the user terminal is connected with the 
network; distributing the contents with the digital information being 
embedded through a predetermined distribution mechanism; holding, by 
10 predetermined identification information holding means such as a hard 
disk, identification information for identifying the distributed contents 
and the distribution mechanism; counting a distribution condition of 
contents per distribution mechanism based on the contents distributing 
history gathered through the information gathering means and the held 
16 identification information; and determining a charging amount per 
distribution mechanism based on the counted distribution condition and 
a charging rule for the contents. 

The "digital information" is, for example, a program which is read 
out by the user terminal and executes processes according to the 
procedure described above, call data capable of executing processes 
according to the procedure described above by recalling a particular 
function of an OS (Operating System), etc. and is embedded in an area 
which does not cause any problem in utilizing the contents.. The digital 
information may be prepared separately in correspondence with the type 
of the contents, and usually, may be changed ad hoc in correspondence 
with a demand for the contents at the time of preparing the contents. 



20 
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According to another aspect of the present invention, there is 
provided a second method for managing fees of contents in which the fees 
arise based on a predetermined charging rule upon utilizing the contents, 
the method comprising the steps of issuing a recording medium to a user 
5 operating a user terminal which carries out information processing by 
utilizing the contents, the recording medium having a data recording area 
in which user identification data is recorded and a nonvolatile memory 
area. This recording medium is individualized per user. 

The second method is identical with the first method in equipping 

10 the information gathering means on the network, distributing the 
contents with the digital information being embedded, gathering the 
information through the information gathering means, and determining 
the charging amount based on the gathered information and the charging 
rule. The second method differs from the first method in recording the 

16 contents utilizing history indicating the utilizing condition of contents and 
the user identification data in the recording medium until the user 
terminal is connected with the network, gathering these contents utilizing 
history and user identification data by the information gathering means at 
the predetermined timing, and determining the charging amount per user 

20 by counting the utilization condition of contents per user based on the 
gathered information. 

According to the second method of managing fees of contents, 
since the necessary information is gathered automatically triggered by 
connecting the user terminal with the network, it is possible to manage in 

25 terms of fees of contents with more practical manner. 

According to another aspect of the present invention, there is 
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provided a third method for managing fees of contents in which the fees 
arise based on a predetermined charging rule upon distributing and 
utilizing the contents. The third method is identical with the second 
method in distributing the contents with the digital information being 
5 embedded, issuing the recording medium to the user, gathering the 
information by the information gathering means triggered by connection 
of the user terminal to the network, and determining the charging amount 
based on the gathered information and the charging rule. The third 
method differs from the second method in holding the identification 
10 information for identifying the distributed contents and the distribution 
mechanism by the predetermined identification information holding 
means, the digital information causing the user terminal to transmit the 
monitoring information indicating the distribution history of the contents 
and the utilization condition of the contents to the information gathering 
15 means, and determining the charging amount per distribution mechanism 
and the charging amount per user. 

For ensuring the security of the contents, it may be arranged that 
the contents are encrypted and key information for decrypting the 
encrypted contents is issued as being recorded in the recording medium. 
20 According to another aspect of the present invention, there is 

provided a first system for managing fees of contents in which the fees 
arise based on a predetermined charging rule upon distributing the 
contents, the system comprising information gathering means provided on 
a network with which a user terminal is allowed to connect, the user 
25 terminal carrying out information processing by utilizing the contents; 
distributing means for embedding digital information to the contents, the 
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digital information causing the user terminal to transmit a contents 
distributing history to the information gathering means at a 
predetermined timing while the user terminal is connected with the 
network, and for distributing the contents with the digital information 
5 being embedded through a predetermined distribution mechanism; 
identification information holding means for holding identification 
information for identifying the distributed contents and the distribution 
mechanism; counting means for counting a distribution condition of 
contents per distribution mechanism based on the contents distributing 

10 history gathered through the information gathering means and the 
identification information held by the identification information holding 
means; and fee calculating means for determining a charging amount per 
distribution mechanism based on the counted distribution condition and 
a charging rule for the contents. 

16 According to another aspect of the present invention, there is 

provided a second system for managing fees of contents in which the fees 
arise based on a predetermined charging rule upon utilizing the contents, 
the system comprising issuing means for issuing a recording medium to a 
user operating a user terminal which carries out information processing 

20 by utilizing the contents, the recording medium having a data recording 
area in which user identification data is recorded and a nonvolatile 
memory area; information gathering means provided on a network with 
which the user terminal with the recording medium being loaded is 
allowed to connect; distributing means for embedding digital information 

25 to the contents, the digital information causing the user terminal to store 
a contents utilizing history indicating utilizing condition of the contents to 
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the memory area, and to read the stored contents u ti l izing history so as to 
transmit the contents u tilizing history to the information gathering means 
along with the user identification data at a predetermined timing while the 
user terminal is connected with the network, and for distributing the 

6 contents with the digital information being embedded through a 
predetermined distribution mechanism; identification information holding 
means for holding identification information for identifying the distributed 
contents; counting means for counting a utilisation condition of the 
contents per user based on the contents utilizing history and the user 

10 identification data gathered through the information gathering means and 
the identification information held by the identification information 
holding means; and fee calculating means for dete rm i n i ng a charging 
amount per user based on the counted utilization condition and a 
charging rule for the contents, 

15 In the second system for managing fees of contents, the recording 

medium may be a card equipped with an IC chip which is individualized 
per user, and information indispensable for utilizing the contents may be 
recorded in the card. 

According to another aspect of the present invention, there is 

20 provided a first computer program for causing a computer system (a single 
computer or a plurality of distributed systems) connectable to a network 
with which a user terminal is allowed to connect, to operate as a fee 
managing system for managing fees of contents in which the fees arise 
based on a predetermined charging rule upon distributing the contents, 

25 the user terminal executing information processing by utilizing the 
contents, the computer program causing the fee managing system to 
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comprise information gathering means for gathering information from the 
network; distributing means for embedding digital information to the 
contents, the digital information causing the user terminal to transmit a 
contents distributing history to the information gathering means at a 

6 predetermined timing while the user terminal is connected with the 
network, and for distributing the contents with the digital information 
being embedded through a predetermined distribution mechanism; 
identification information holding means for holding identification 
information for identifying the distributed contents and the distribution 

10 mechanism; counting means for counting a distribution condition of 
contents per distribution mechanism based on the contents distributing 
history gathered through the information gathering means and the 
identification information held by the identification information holding 
means; and fee calculating means for determining a charging amount per 

15 distribution mechanism based on the counted distribution condition and 
a charging rule for the contents. 

According to another aspect of the present invention, there is 
provided a second computer program for causing a computer system 
connectable to a network with which a user termina l is allowed to connect, 

20 to operate as a fee managing system for managing fees of contents, the 
user terminal loaded with a recording medium having a data recording 
area for recording user identification data for identifying a user operating 
the user terminal and a nonvolatile memory area so as to execute 
information processing by utilizing the contents, the computer program 

26 causing the fee managing system to comprise information gathering 
means for gathering information from the network; distributing means for 
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embedding digital information to the contents, the digital information 
causing the user terminal to store a contents utilizing history indicating 
utilizing condition of the contents to the memory area, and to read the 
stored contents utilizing history so as to transmit the contents utilizing 

5 history to the information gathering means along with the user 
identification data at a predetermined timing while the user terminal is 
connected with the network, and for distributing the contents with the 
digital information being embedded through a predetermined distribution 
mechanism; identification information holding means for holding 

10 identification information for identifying the distributed contents; 
counting means for counting a utilization condition of the contents per 
user based on the contents utilizing history and the user identification 
data gathered through the information gathering means and the 
identification information held by the identification information holding 

15 means; and fee calculating means for determining a charging amount per 
user based on the counted utilization condition and a charging rule for the 
contents. 

It may be arranged that the foregoing first or second computer 
program is recorded in a computer-readable recording medium such as a 
20 CD-ROM, DVD-ROM or semiconductor memory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood more fully from the 
25 detailed description given hereinbelow, taken in conjunction with the 
accompanying drawings. 
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Fig. 1 is a block diagram showing an overall structure of the 
contents distributing system in which the present invention is applied. 

Fig. 2 is a functional block diagram of an information service server 
according to the preferred embodiment of the present invention. 
5 Fig. 3 is a functional block diagram of a managing server according 

to the preferred embodiment of the present invention. 

Fig: 4 is a functional block diagram of a settlement operating server 
according to the preferred embodiment of the present invention. 

Fig. 5 is a functional block diagram of a member card (IC card) 
10 according to the preferred embodiment of the present invention. 

Fig. 6 is a diagram showing a treatment of the contents according 
to the preferred embodiment of the present invention. 

Fig. 7 is a diagram showing an example of description for recording 
a message in which a function of one example of a middleware is 
16 embedded, to Hie member card, wherein (a) represents an example of the 
function, and (b) represents an example of a parameter. 

In Fig. 8, (a) is a diagram showing a parameter which is an example 
of a header in the case that a tag is included in a data packet of the 
contents, and (b) is a diagram showing a relationship between the 
20 contents and the tag. 

Fig. 9 is a block diagram showing procedures of one example of an 
operation mode according to the preferred embodiment of the present 
invention. 

25 DESCRIPTION OF THE PREFERRED EMBODIMENT 
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Now, a contents distributing system according to a preferred 
embodiment of the present invention will be described with reference to 
the accompanying drawings. 

Fig. 1 is a block diagram showing an overall structure of the 
5 contents distributing system in which the present invention is applied. 

In this contents distributing system, information service servers 20, 
which are examples of distributing structures, distribute contents to user 
ter minals 10 each of which is connected to an internet L. A managing 
server 30, which comprises a main element of a system for managing fees 
10 of contents according to the present invention, gathers information 
indicating the distributing condition and the utilizing condition of the 
contents, and fees arising from distributing or utilizing the contents are 
managed based on the gathered results. 

A settlement operation server 40 and a financial system not shown 
IB in the drawings are also connected with the internet L. In collaboration of 
the settlement server 40 and the financial system, a settlement operation 
is executed based on the fees for the contents distributed from the 
managing server 30. 

In this embodiment, a service manager carrying out a service for 
20 managing fees of contents is set to a manager of the managing server 30 
and the settlement processing server 40. 

In this embodiment, only a member user can enjoy the advantage 
derived from utilization of contents. 

In other words, only the user who is registered in the managing 
25 server 30 and receives an issued member card KC can utilize the contents. 
The member card KC is an individualized card per each user with an IC 
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chip being loaded (a contact/non-contact type IC card, a hybrid type IC 
card etc.) or a memory card. The member card KC is issued by a card 
issuing apparatus equipped by. a service manager, usually a managing 
agency of the managing server 30. 
5 Also, in the present embodiment, the user, the creator of the 

contents (licenser of the contents) and the distributor of the contents 
(licensee of the contents) can enjoy benefits gaining from receiving service 
information such as information of utilizing contents based on the 
distribution condition and the utilizing condition of the contents, etc. 
10 The distributor of the contents is, usually, the manager of each 
information service server 20. 

Furthermore, the creator of the contents can enjoy a benefit 
gaining from determination and collecting royalties of the contents. 

15 <User Terminal> 

The user terminal 10 comprises a local storage device 11 which 
includes a hard-disk drive (HDD), a card control mechanism 12 which is 
detachably mounted with the member card KC and controls recording of 
information to the member card KC and reading of information recorded in 

20 the member card KC, and a main control portion 13 which, carries out a 
required information processing utilizing the information recorded in the 
member card KC and the contents distributed by the information service 
server 20. Furthermore, the user terminal 10 is connected with a display 
device which is not shown in the drawings. 

25 In this user terminal 10, the contents are activated only when the 

member card KC is mounted on the user terminal 10, In the case that 
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the contents is a program, the program is decoded partially after 
installation of the program, and the member card KC is necessary for 
startup of the program. 

The card control mechanism 12 is a card reader/writer in the case 
5 that the member card is a card equipped with an 1C chip, and in the case 
that the member card is a memory card, the card control mechanism 12 is 
a control mechanism of the memory card. 

The main control portion 13 performs authentication process, 
information recording/reading-out, and process for information 
10 transmission in cooperation with a variety of functions generated in the 
member card KC. 

An entertainment device (PS2 etc.) which is equipped with a 
communication function and is supplied by Sony Computer 
Entertainment Inc. (Japan) is connected with a hard-disk (and/or a 
15 memory card) and a display device, and as a result of that, the 
entertainment device can be utilized as the above-mentioned user 
terminal 10. In the case that a card equipped with an IC chip is utilized 
as the member card KC, the entertainment device is connected with a card 
reader/writer. 

20 

<Information Service Server> 

The information service server 20 is realized by cooperation of a 
server body as an example of a computer system and a computer program 
read and executed by the server body. The computer program may be 
25 recorded in a CD-ROM, DVD-ROM, semiconductor memory or other 
recording medium, or may be loaded into a storage device of the server 
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body via the internet L. 

In this embodiment, as shown in Pig. 2, the execution of the 
computer program creates in the server body functions of a reception 
processing portion 21, a distribution control portion 22 which distributes 
5 contents to the user terminal 10 of the user who desires the contents to be 
distributed, a contents editing portion 23 which processes and edits the 
contents intended for distribution, a contents DB 241 (DB is the 
abbreviation for a database, and hereafter the database is referred to as 
"DB") in which the contents is stored, a user DB 242 in which user 

10 information is stored, a user distribution history DB 243 in which a 
history of contents distribution to users is stored, a utilization history DB 
244 in which a history of utilization of contents distributed from the 
managing server 30, and a DB managing portion 24 which primary 
controls recording data to these DB 241-244 and reading data from these 

15 DB 241-244. 

The reception processing portion 21 receives a demand for 
contents from the user terminal 10, information for utilizing contents from 
the managing server 30, and so on. The distribution control portion 22 
distributes contents to each user terminal 10. In the case that the 

20 distribution control portion 22 distributes contents to the user terminal 
10, the distribution control portion 22 notify the managing server 30 of the 
history of distribution, and the distributor ID which uniquely identifies the 
contents distributor, who is usually the manager of the information 
service server 20. 

25 A contents editing portion 23 edits the contents to provide a data 

structure suitable for distribution through network. And a contents 
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editing portion 23 embeds a middleware described later in the contents, if 
necessary. 

<Managing server> 

6 The managing server 30 is a server which centrally controls all 

information with respect to contents distribution and fees, and is realized 
by cooperation of a server body as an example of a computer system and a 
computer program read and executed by the server body. The computer 
program may be recorded in a CD-ROM, DVD-ROM, semiconductor 
10 memory or other recording medium, or may be loaded into a storage device 
of the server body via the internet L. 

The server body has a function of two-way communication toward 
all information processing device and co mmuni cation device (including 
user terminal 10) connected with the internet L. Furthermore, the 
15 managing server 30 is connected with a card issuing device which issues 
the member card KC for managing the member user. The card issuing 
device has a function of sending/receiving data in conjunction with a user 
master DB 34 described later. 

The contents to be delivered can be created in the managing server 
20 30, and embedding the middleware described later in the contents, 
compressing the contents to an archive, and encrypting the contents can 
be processed in the managing server 30. Alternatively, above-described 
processes such as embedding etc. can be done in the managing server 30 
after receiving the contents from the contents creator ad libitum. 
25 Alternatively, after the contents are distributed from the contents creator 
to the contents distributor (licensee), above-described processes can be 
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done in the information service server 20. In the case that the contents 
are created in a place other than the managing server 30 and delivered to 
the managing server 30 after above-described processes such as 
embedding etc. are done, this managing server 30 manages the contents 
6 under receiving a notification of a detail of the contents. 

From now on, the simplest example in which the contents are 
distributed from the contents creator to the information service server 20, 
the contents editing portion 23 executes above-described process such as 
embedding etc., and the managing server 30 receives a notification of 

10 above-described processes will be described. 

In this embodiment, functions or mechanisms as shown in Pig. 3 
are created through execution of the computer program by the server body. " 
Specifically, there are created an information acquisition mechanism 31 
which acquires a history of distribution of all contents which are created 

15 by the contents creator and distributed through the information service 
server 20 to the user, a history of utilization of contents which indicates a 
utilizing condition of contents, and a variety of notification information, a 
distribution control portion 32 which controls distribution of a variety of 
information in terms of contents distribution toward the user terminal 10, 

20 information service server 20 and the settlement processing server 40, a 
master managing portion 33 which manages master DB 34, an 
information analyzing portion 35 which analyzes information recorded in 
the master DB 34, a count processing portion 36 which counts 
distribution condition of contents per each content and utilizing condition 

25 of contents per each user, and a charge processing portion 37 which 
processes charging to a manager of the information service server 20 and 
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users. The information acquisition mechanism 31 serves as an interface 
between the internet L and the server body and is realized by cooperation 
with a hardware element such as a co mmunic ation port The 
information acquisition mechanism 31 may be replaced with an 
5 independent server (information acquisition server) which is operable by a 
computer program. 

The master DB 34 comprises a user master 341, a terminal master 
342, a contents master 343, a distribution history master 344, and a 
u tiliza tion history master 345. 
10 In the user master 341, personal information of each user 

registered as member user is recorded in correspondence with a user ID as 
a user identification data. Furthermore, information of contents creator 
(licensor) and contents distributor (licensee) is recorded. Relevant 
information is added if necessary- 
15 in the terminal master 342, information such as a serial number of 

the user terminal of a registered user etc. is recorded in correspondence 
with a terminal ID as a terminal identification data and the user ID, 
Furthermore, information regarding the information service server 20 is 
recorded in correspondence with a distributor ID. 
20 In the contents master 343, each contents identification data 

(contents ID) distributed from the information service server 20 is 
recorded in correspondence with the user ID and/ or the terminal ID. 
Moreover, the contents master 343 includes a charging rule table in which 
a charging rule for utilization of contents is recorded. 
25 The charging rule is a rule defining a relationship between an 

action by the contents distributor or the user and a charging unit price of 



WO 02/19071 



19 



PCT/JPO 1/07561 



the contents. The charging unit price includes a distribution unit price of 
contents between single user/ distributor or between a group of users and 
a group of distributor, a utilization unit price of contents per each user or 
per a group of users, and a utilization unit price by a particular character 
5 or item included in the contents. More specifically, the charging rule is a 
rule such that "in the case of game program, a royalty is determined as an 
amount of the number of days during user's play multiplied by the 
utilization unit price." 

In the distribution history master 344, each gathered distribution 
10 history is recorded in correspondence with the distributor ID identifying 
the content distributor, the contents ID and/ or the user ID. 

In the utilization history master 345, each gathered history of 
utilizing contents is recorded in correspondence with the contents ID 
and /or the user ID. 

15 The information analyzing portion 35 carries out various kinds of 

analysis based on the recorded details of all DB recorded in the master DB 
34. For example, the information analyzing portion 35 specifies the 
contents, the contents distributor who distributes this contents and the 
user who utilizes this contents based on the history of the utilization of 

20 contents per each content recorded in the utilization history master 345, 
analyzes how much the particular contents is utilized by one user, and 
generates u tiliz ation information per each contents. And, if it is not 
necessary to identify user's personal information, for example, it is 
sufficient only to identify times of distribution or utilization of contents, 

25 the information analyzing portion 35 generates the utilization information 
regarding the times of utilization of contents. 
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Furthermore, the information analyzing portion 35 can analyze 
such as how much the particular contents are utilized by one user ! s age 
bracket, based on the user's personal information etc. 

A result of analysis by the information analyzing portion 35 is 

5 distributed on-line (via the information service server 30 and/ or the user 
terminal 10) or off-line (by mail etc.) to the contents creator, the contents 
distributor, and the users. Moreover, the result of analysis by the 
information analyzing portion 35 is sent to the count processing portion 
36 for charging process. 

10 The count processing portion 36 counts the information such as 

the distribution condition of contents per distributor ID, the distribution 
condition per contents ID, the utilization condition of contents per user ID 
etc. by a predetermined period such as a month, based on the result of 
analysis by the information analyzing portion 35. A result of count is 

15 sent to the charge processing portion 37. 

The charge processing portion 37 generates charge information for 
each of the user, the contents distributor (licensee), and the contents 
creator based on the count information counted by the count processing 
portion 36 and the charging rule recorded in the charging rule table, and 

20 transmits the charge information to the settlement processing server 40. 

The charge information includes information about a charge 
(royalty), amount of which is determined regarding the distribution of the 
contents, a charge (a price of utilization or purchase), amount of which is 
determined regarding the utilization of contents, a charge (a value for a 

25 service), amount of which is determined regarding the offering of the 
utilization information of contents, and so on. The charge information is 
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generated and sorted per corresponding addressee (user, distributor, 
creator etc.). 

< Settlement processing server> 
5 The settlement processing server 40 is realized by cooperation of a 

server body as an example of a computer system and a computer program 
read and executed by the server body. The computer program may be 
recorded in a CD-ROM, DVD-ROM, semiconductor memory or other 
recording medium, or may be loaded into a storage device of the server 

10 body via the internet L. 

In this embodiment, the settlement processing server 40 executes 
settlement processing for corresponding addressees based on the charging 
information sent from the managing server 30. In general, the settlement 
processing server 40 executes settlement processing regarding the price of 

15 utilization or purchase for the user, the royalty for the contents distributor 
and the value for the service for the contents creator. For that purpose, 
as shown in Fig. 4, the settlement processing server 40 comprises a 
reception processing portion 41, a settlement processing portion 42 which 
issues bills and confirms an amount of money received, and a DB 

20 managing portion 43 which controls information recording to a settlement 
DB 44 and reading out the information from the settlement DB 44, which 
are created through execution of the computer program. 

More specifically, the settlement DB 44 comprises a financial 
system DB 44 1 in which information of the financial system managed by 

25 the banking facilities which the user, the contents creator and the 
contents distributor are using, and a history of credit advices from the 
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banking facilities etc. are recorded, a settlement DB for user 442 in which 
an amount claimed (information about whether the debit note is issued or 
not may be included) and an amount of credit advices from the banking 
facilities are recorded per user, a settlement DB for the licensor 443 in 
5 which an amount claimed (information about whether the debit note is 
issued or not may be included) and an amount of credit advices from the 
banking facilities are recorded per contents creator (licensor), and a 
settlement DB for the licensee 444 in which an amount claimed 
(information about whether the debit note is issued or not may be 

10 included) and an amount of credit advices from the banking facilities are 
recorded per contents distributor (licensee). 

The reception processing portion 41 receives the charging 
information from the managing server 30 and the advices of credit from 
the associating banking facilities, and issues the debit note to the 

15 corresponding user terminal 10 and the corresponding information 
service server 20. 

<Member card> 

Fig.5 is a block diagram of the functional structure of the member 
20 card KC in the case that IC card is used as the member card KC. 

This member card KC is constructed by both of an interface 
mechanism for connecting with the card reader /writer 12 provided on the 
side of user terminal 10 and IC chip equipped in a card-form medium of a 
standard size. 

26 The IC chip is connected with a CPU (Central Processing Unit), a 

ROM (Read Only Memory), a RAM (Random Access Memory), and an 
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EEPROM (Electrically Erasable Programmable Read Only Memory) via an 
internal bus. In the EEPROM, a key area for recording a decryption key, 
a data recording area for recording data such as the user ID as the user 
identification data, the terminal ID as the user terminal identification data, 
a data indicating that the contents is dealt properly etc., and a log area for 
storing a log data as one of the history of utilization of contents are 
generated. 

However, the log data is only an example, and the history of 
utilization of contents other than the log data is recorded in the EEPROM. 

By executing a program recorded in the ROM, an authentication 
function part, a key control function part, log generating function part and 
a memory control function part are generated in the CPU. 

The member card KC is used for authenticating the user terminal 
10 and for authenticating whether the contents utilized in this user 
terminal 10 is proper or not. Moreover, the member card KC stores the 
log data indicating the condition of utilization of contents, based on an 
instruction of the contents side. While the user terminal 10 is connected 
with the internet L, the stored log data is automatically read out and is 
transmitted to the managing server 30 along with the user identification 
data and the terminal identification data. 

<Operation Mode> 

Next, an operation mode of the contents distributing system 
described above will be explained. 

In this embodiment, as shown in Fig. 6, a plurality of contents 
created by the contents creator is processed to one archive data (digital 
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archive) and the one archive data is encrypted. After that, the encrypted 
data is distrib-uted toward the user after adding an attribute data 
(property) in the encrypted data. 

The attribute data indicates the attribute of the particular contents 
most clearly. A genre of the contents (sports, movie, education etc.), a 
type of the contents (image;, music, program etc.), a distribution mode of 
the contents (free, pay, time-limited etc.), and a condition of transaction 
(day of transaction, transacting user's name or user's ID) give good 
examples of the attribute data. 

This attribute data is described using a self-definable language 
such as XML (extensible Markup Language). On this account, it is 
significantly easy to append new information to the attribute data. 

The key used in the process of encryption and a corresponding 
decryption key are issued by the service manager, and passed to the user 
after recorded in the member card KC. These keys are recorded in the 
user master 341 of the managing server 30. 

Digital information is embedded in each contents so that 
information on a transaction process of the contents (information of the 
information service server 20 which distributes this contents may be 
included) , situation of operation generated at the time of utilization of the 
contents at the user terminal 10 (log data indicating the situation such as 
decryption, installation, term of utilization etc.), situation of progress 
indicating history of progress (progress data indicating progress of a game 
etc.), situation of achievement of an event indicating the particular event is 
achieved (event data) etc. (these are the history of utilization of contents) 
are automatically transmitted at a predetermined timin g while the user 
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terminal 10 is connected with the managing server 30. The above timing 
is, for example, the time of booting the user terminal 10 or the time of 
activation of contents, or the time when a number of times of utilization of 
contents reaches a predetermined count, or the time of a termination 
process of the contents. 

The digital information forms various configurations such as a 
program giving a predetermined function to the user terminal 10 by itself, 
a function recalling a function of a device such as the user terminal 10 etc., 
and data. Thus, because the digital information described above has a 
wide variety, this digital information is generically referred to as a 
middleware in this embodiment. 

For example, in the case that the contents is a game program, the 
middleware has a function of embedding a message call (function and 
parameter) in the member card KC by recalling a library provided from the 
service manager. Such examples of the function are shown in Fig. 7. An 
example of the function is shown at (a), and an example of the parameter 
is shown at (b). 

In the case that the contents is a kind of a data format such as a 
digitized image or music, a contents tag which can be interpreted by an 
decoder operating on the user terminal 10 is embedded in the top part of 
the contents as shown at (b) in Fig. 8. In Fig. 8, (a) shows a concrete 
example , of such content tag. The user terminal 10 operates so as to 
record a message to the member card KC after viewing this contents tag. 

Assuming the above-described point, a total flow of operation will 
be described with reference to Fig.9. 

The user who is going to enjoy a benefit gained by utilization of 
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contents takes the procedures of a member registration through the 
managing server 30. On the member registration, the user inputs 
information such as user's name, street address, contact address, a serial 
number of the user terminal in use, etc. After accepting the member 
5 registration, the service manager issues the member card KC in which the 
user ID, the terminal ID, and the decryption key necessary for utilization 
of contents etc, are recorded (Step S101). Moreover, the contents 
distributor registers his/her own contents distributor ID and the ID of the 
information service server 20 to the master DB (the user master DB 341 

10 and the terminal master 342) of the managing server 30. The contents 
creator registers information such as his/her own contents creator ID, etc. 
to the settlement operation server 40. 

The user loads this member card KC to the user terminal 10 
operated by him/ herself (Step SI 02). The user sends a request for 

15 contents distribution to any of the information service servers 20 
beforehand or after receiving the member card KC (Step SI 03). 

After receiving the request, the information service server 20 
distributes to the user the contents with the above-described middleware 
being embedded, while the information service server 20 informs the 

20 managing server 30 of the user as a distribution destination, the contents, 
the history of distribution, and the status of giving/receiving money, etc 
(Step SI 04). Moreover, the information service server 20 records the 
contents ID for identifying the distributed contents to the contents DB 241, 
the user ID of the user who is a destination of distribution to the user DB 

25 242, and the history of distribution to the master DB 243. 

The managing server 30 stores this information in the master DB 
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34. 

The user loads the contents to the user terminal 10 while the 
member card KC is loaded to the user terminal 10, and the user utilizes 
these contents. 

Prior to utilization of contents, the authentication function part of 
the member card KC and the main control portion 1 3 of the user terminal 
10 jointly execute an authentication. This authentication is basically the 
user authentication, and this user authentication is executed whether the 
user is the pre-registered member or not, by determining whether the user 
ID or the user's name recorded in the member card KC coincides with the 
user ID or the user's name included in the attribute data of the contents or 
not. And only when these data coincide with each other, the decryption 
key is allowed to be utilized. To authenticate more strictly, further 
determination may be executed whether the contents is transacted 
properly or not. This determination can be executed by determining 
whether the history of transaction recorded in the member card KC 
coincides with the history of transaction included in the above attribute 
data or not. If the available user terminal 10 must be restricted to the 
pre 7 registered one, it is preferable to record the terminal ID in the attribute 
data of the contents and to record the terminal ID in the member card KC. 

If the authentication is validated, then the contents are allowed to 
be utilized. And, after the contents is allowed to be utilized, the 
middleware embedded in this contents let the user terminal 10 
communicate with the member card KC at the timing predetermined at 
the time of creation of the contents, and let the history of utilization of 
contents store in the data recording area of the member card KC (Step 
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S105). 

The history of utilization of contents in this embodiment is not a 
single history recorded at a time of transaction of contents, a time of 
decryption, or a time of installation as conventionally used, but is stored 
5 permanently as long as the contents is utilized. 

For example, if the target contents is a game program (contents ID: 
C0001), and the user (user ID: 12345) plays this contents on the day 
yy/zz/xx (xx: year, yy: month, zz: day) using user's user terminal 10 
(terminal ID: 54321), the log data indicating the condition of utilization in 
10 the history of utilization of contents is described as follows: 

"User ID: 12345 
Terminal ID: 54321 
Contents ID: C001 
15 Playing Date: yy/zz/xx" 

Such log data is generated as long as the user plays these contents. 

Also, if the contents is already archived and encrypted, the user 
terminal 10 installs this contents in the local storage device 11 through 

20 decrypting the contents using the decryption key in the member card KG. 
At the installation of the contents, a digital key necessary for an activation 
of the contents and the property described in the contents archive are 
recorded in the member key KC. In this case, the history of utilization of 
contents is an installation log indicating the date of installation and the 

25 property of the contents (variety and so on). After that, the user terminal 
10 activates the contents with the member card KC loaded to the user 
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terminal 10, and perfectly decrypts and executes the contents in the local 
storage device 1 1 while inquiring the recorded information of the member 
card KC as needed. In the member card KC the fact of activating contents, 
message to the member card KC etc. are recorded successively. 

Because the operation described above is executed in the 
background independent of utilization of contents, the user cannot 
suspect the procedure. 

The middleware transmit the stored log data to the managing 
server 30 via the user terminal 10 as needed, on the basis of a 
confirmation that the user terminal 10 is connected with the internet L 
(Step SI 06). 

The managing server 30 classifies details of information 
transmitted from the user terminal 10 at the master managing portion 33, 
and stores the classified details in the corresponding master of the master 
DB 34. After that, the managing server 30 generates a variety of 
information of utilization described above at a proper timing, based on the 
information stored in the master DB 34, and distributes the variety of 
information of utilization to the contents distributor and the user. In the 
case that the information of utilization is distributed online, this 
information of utilization is distributed to the contents distributor and the 
user along with the predetermined message (Step SI 07, SI 08). Moreover, 
the managing server 30 executes counting and charging operation 
periodically, and sends the results to the settlement operation server 40. 
The managing server 30 checks whether an unregistered data is existed or 
not, and if the unregistered data is determined to be existed, the managing 
server 30 executes operations for registration (Step S109). 
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The settlement operation server 40 determines the royally per each 
contents distributor based on the charging rule, and issues the debit note 
on-line to the corresponding contents distributor (Step SI 10). And, in 
the case that fees of such as utilization etc. arises according to the 
charging rule, the settlement operation server 40 issues the debit note 
on-line to the corresponding user (Step Sill). In the case that the 
contents distributor does not operate the information service server 20 
directly, the debit note is forwarded by post. As is the case with the 
contents creator (in the case that the contents creator operates the device 
which can communicate with the internet L, the settlement operation 
server 40 issues the debit note on-line to this device). 

As described above, in the contents distribution system according 
to the preferred embodiment, the managing server 30 for collecting 
information is equipped on the internet L which every user terminals 
utilizing contents can connect to, and the contents is distributed to the 
user terminal 10 with the middleware for transmitting the history of 
distribution and utilization of contents to the managing server 30 
embedded in the contents, and the managing server 30 generates the 
information indicating how much the particular contents is distributed 
based on the collected history of distribution of contents and determines 
the necessary fees. Thus, the fees arisen at the time of distribution or 
utilization of contents can be determined properly without spoiling the 
versatility of the operation of the user terminal 10, and without 
subsequently identifying the destination of distribution of the program etc. 
before transmitting the program. 

Moreover, since it is sufficient to prepare the middleware which can 
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achieve the necessary function on the user terminal 10 per each content 
and to embed the middleware to the contents in response to the demand, 
the flexible response can be accomplished even if the type or the 
distribution mode of the contents varies widely. 
5 And, according to the preferred embodiment, since the member 

card KC is issued to manage the personal information in conjunction with 
other information, it is easy to execute the operation of charging and 
settlement toward the user. Furthermore, since the u tiliz ation condition 
of contents per each user can be figured out, a variety of analyzing results 

10 such as user's preference can be offered as service information. 

Moreover, since all of the information necessary for charging 
operation are collected and stored in the database (master DB 34, 
contents DB 241, user DB 242, distribution history DB 243, utilization 
history DB 244, and settlement DB 44) automatically, in other words, 

15 without manpower, the operation cost of the total system can be 
restrained to a lower level. This cost reduction leads to the reflection in 
terms of discount to the side of the customer of those services. 

With regard to the copyright problems, since the utilization 
condition of the contents can be grasped successively, this system has an 

20 advantage that it is easy and accurate to calculate and collect royalties. 

<Modification of the preferred embodiment* 

While the present invention has been described in terms of the 
preferred embodiment and the modifications thereof, the invention is not 
25 to be limited thereto, but can be embodied in various ways without 
departing from the principle of the invention as defined in the appended 
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claims. For example, in the preferred embodiment described above, the 
necessary information is transmitted/ received via the internet L at the 
time of online operation. On the other hand, it may be arranged that the 
system can be operated via the network other than the internet. 
5 Moreover, it may also be arranged that the contents can be dealt offline by 
recording the contents in a portable recording medium such as CD-ROM, 
DVD-ROM etc. while the contents is dealt online to record the recording 
medium such as HDD etc. of the client terminal 10. In the recording 
medium, the contents recording area in which the contents is recorded 

10 and the exclusive area in which the above-described middleware operated 
in cooperation with the contents is recorded, are generated. The 
transaction history data recording area may be generated in which the 
data of transaction history is recorded, when necessary. This area is 
generated at the position accessible at the time of booting or rebooting. 

15 With this arrangement, it is possible to determine properness of the 
contents before reading out these contents. 

As described above, according to the present invention, a method 
for managing fees of contents and a system for managing fees of contents 
can be provided in which the fees arising from distributing or utilizing 

20 contents can be managed properly. 
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CLAIMS 

1. A method for managing fees of contents in which the fees arise 
based on a predetermined charging rule upon distributing the contents, 
5 said method comprising the steps of: 

equipping information gathering means on a network with which a 
user terminal is allowed to connect, said user terminal carrying out 
information processing by utilizing said contents; 

embedding digital information to said contents, said digital 
10 information causing said user terminal to transmit a contents distributing 
history to said information gathering means at a predetermined timing 
while said user terminal is connected with said network; 

distributing said contents with said digital information being 
embedded through a predetermined distribution mechanism; 
15 holding, by predetermined identification information holding 

means, identification information for identifying said distributed contents 
and said distribution mechanism; 

counting a distribution condition of contents per distribution 
mechanism based on said contents distributing history gathered through 
20 said information gathering means and said identification information held 
by said identification information holding means; and 

determining a charging amount per distribution mechanism based 
on said counted distribution condition and a charging rule for said 
contents. 

25 

2. A method for managing fees of contents in which the fees arise 
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based on a predetermined charging rule upon utilizing the contents, said 
method comprising the steps of: 

issuing a recording medium to a user operating a user terminal 
which carries out information processing by utilizing said contents, said 
5 recording medium having a data recording area in which user 
identification data is recorded and a nonvolatile memory area; 

equipping information gathering means on a network with which 
said user terminal with said recording medium being loaded is allowed to 
connect; 

10 embedding digital information to said contents, said digital 

information causing said user terminal to store a contents u tilizin g history 
indicating utilizing condition of the contents to said memory area, and to 
read said stored contents utilizing history so as to transmit said contents 
utilizing history to said information gathering means along with said user 
15 identification data at a predetermined timing while said user terminal is 
connected with said network; 

distributing said contents with said digital information being 
embedded through a predetermined distribution mechanism; 

counting a utilization condition of the contents per user based on 
20 the contents utilizing history and the user identification data gathered 
through said information gathering means; and 

determining a charging amount per user based on said counted 
utilization condition and a charging rule for said contents. 

25 3. A method for ma naging fees of contents according to claim 2, 
further comprising the steps of encrypting the contents to be distributed 
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and issuing key information for decrypting said encrypted contents, said 
key information being recorded in said recording medium. 

4. A method for managing fees of contents in which the fees arise 
5 based on a predetermined charging rule upon distributing and utilizing 
the contents, said method comprising the steps of: 

issuing a recording medium to a user operating a user terminal 
which carries out information processing by utilizing the distributed 
contents, said recording medium having a data recording area in which 
10 user identification data is recorded and a nonvolatile memory area; 

equipping information gathering means on a network with which 
said user terminal with said recording medium being loaded is allowed to 
connect; 

embedding digital information to said contents, said digital 
15 information causing said user terminal to store monitoring information 
indicating a distribution history of the contents and a utilizing condition of 
the contents into said memory area, and to read said stored monitoring 
information so as to transmit said monitoring information along with said 
user identification data to said information gathering means at a 
20 predetermined timing while said user terminal is connected with said 
network; 

distributing said contents with said digital information being 
embedded through a predetermined distribution mechanism; 

holding, by predetermined identification information holding 
25 means, identification information for identifying said distributed contents 
and said distribution mechanism; 
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counting a distribution condition of the contents per distribution 
mechanism and a utilizing condition of the contents per user based on 
said monitoring information and said user identification data gathered 
through said information gathering means and said identification 
5 information held by said identification information holding means; and 

determining a charging amount per distribution mechanism based 
on said counted distribution condition and a charging rule for said 
contents, and deter mining a charging amount per user based on said 
counted utilization condition and a charging rule for said contents. 

10 

5. A method for managing fees of contents according to claim 4, 
further comprising the step of encrypting the contents to be distributed 
and issuing key information for decrypting said encrypted contents, said 
key information being recorded in said recording medium. 

15 

6. A system for managing fees of contents in which the fees arise 
based on a predetermined charging rule upon distributing the contents, 
said system comprising: 

information gathering means provided on a network with which a 
20 user terminal is allowed to connect, said user terminal carrying out 
information processing by utilizing said contents; 

distributing means for embedding digital information to said 
contents, said digital information causing said user terminal to transmit a 
contents distributing history to said information gathering means at a 
25 predetermined timing while said user terminal is ' connected with said 
network, and for distributing said contents with said digital information 
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being embedded through a predetermined distribution mechanism; 

identification information holding means for holding identification 
information for identifying said distributed contents and said distribution 
mechanism; 

5 counting means for counting a distribution condition of contents 

per distribution mechanism based on said contents distributing history 
gathered through said information gathering means and said 
identification information held by said identification information holding 
means; and 

10 fee calculating means for determining a charging amount per 

distribution mechanism based on said counted distribution condition and 
a charging rule for said contents* 

7, A system for managing fees of contents in which the fees arise 
15 based on a predetermined charging rule upon utilizing the contents, said 

system comprising: 

issuing means for issuing a recording medium to a user operating a 

user terminal which carries out information processing by utilizing said 

contents, said recording medium having a data recording area in which 
20 user identification data is recorded and a nonvolatile memory area; 

information gathering means provided on a network with which 

said user terminal with said recording medium being loaded is allowed to 

connect; 

distributing means for embedding digital information to said 
25 contents, said digital information causing said user terminal to store a 
contents utilizing history indicating utilizing condition of the contents to 
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said memory area, and to read said stored contents utilizing history so as 
to transmit said contents utilizing history to said information gathering 
means along with said user identification data at a predetermined timin g 
while said user terminal is connected with said network, and for 
5 distributing said contents with said digital information being embedded 
through a predetermined distribution mechanism; 

identification information holding means for holding identification 
information for identifying said distributed contents; 

counting means for counting a utilization condition of the contents 
10 per user based on the contents utilizing history and the user identification 
data gathered through said information gathering means and the 
identification information held by said identification information holding 
means; and 

fee calculating means for determining a charging amount per user 
15 based on said counted utilization condition and a charging rule for said 
contents. 

8. A system for managing fees of contents according to claim 7, 
wherein said recording medium is a card equipped with an IC chip, said 

20 card being individualized per user, and information indispensable for 
utilizing said contents is recorded in said card. 

9, A computer program for causing a computer system connectable to 
a network with which a user terminal is allowed to connect, to operate as a 

26 fee managing system for managing fees of contents in which the fees arise 
based on a predetermined charging rule upon distributing the contents, 
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said user terminal executing information processing by utilizing the 
contents, said computer program causing said fee managing system to 
comprise: 

information gathering means for gathering information from said 
5 network; 

distributing means for embedding digital information to said 
contents, said digital information causing said user terminal to transmit a 
contents distributing history to said information gathering means at a 
predetermined timing while said user terminal is connected with said 
10 network, and for distributing said contents with said digital information 
being embedded through a predetermined distribution mechanism; 

identification information holding means for holding identification 
information for identifying said distributed contents and said distribution 
mechanism; 

15 counting means for counting a distribution condition of contents 

per distribution mechanism based on said contents distributing history 
gathered through said information gathering means and said 
identification information held by said identification information holding 
means; and 

20 fee calculating means for deteimining a charging amount per 

distribution mechanism based on said counted distribution condition and 
a charging rule for said contents. 



25 



10. A computer-readable recording medium recording the computer 
program according to claim 9. 
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11. A computer program for causing a computer system connectable to 
a network with which a user terminal is allowed to connect, to operate as a 
fee managing system for managing fees of contents, said user terminal 
loaded with a recording medium having a data recording area for 
5 recording user identification data for identifying a user operating said user 
te rminal and a nonvolatile memory area so as to execute information 
processing by utilizing the contents, said computer program causing said 
fee managing system to comprise: 

information gathering means for gathering information from said 

10 network; 

distributing means for embedding digital information to said 
contents, said digital information causing said user terminal to store a 
contents utilizing history indicating utilizing condition of the contents to 
• said memory area, and to read said stored contents utilizing history so as 
15 to transmit said contents utilizing history to said information gathering 
means along with said user identification data at a predetermined timing 
while said user terminal is connected with said network, and for 
distributing said contents with said digital information being embedded 
through a predetermined distribution mechanism; 
20 identification information holding means for holding identification 

information for identifying said distributed contents; 

counting means for counting a utilization condition of the contents 
per user based on the contents utilizing history and the user identification 
data gathered through said information gathering means and the 
25 identification information held by said identification information holding 
means; and 
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fee calculating means for determining a charging amount per user 
based on said counted utilization condition and a charging rule for said 
contents. 

12. A computer-readable recording medium recording the computer 
program according to claim 11. 
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